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Q&As 

Q: Are both SF1449 and SF33 required? Or just SF1449 and any SF30's? The Instructions at
paragraph b, Section/Tab 1 under Volume 1 reference both.

Response: The SF33 reference was inadvertently entered and has been replaced with “SF 1449”

Q: Please confirm only one signed copy of the SF1449 is required versus two as stated on the
SF1449.

Response: The “2” referenced in block 28 of the SF1449 simply refers to the electronic version and the 
hardcopy version, which are both required.

Q: Please confirm that the SF1449 only needs to be signed and not populated with an offerors
pricing which will be done on the schedule B.

Response: Correct.

Q: The Schedule B requests that offerors provide a mapping of TABSS labor categories to the
solicitation labor categories- please confirm that this mapping, along with any pricing narrative
information, should be in Section/Tab 2 of Volume I.

Response: Correct

Q: Please confirm that offerors should include completed HSAR 3052.209-70 and 3052.209·79 as
part of Volume I, tab 3.

Response: Correct, the instructions have been updated to add clarification.

Q: Please confirm that if offerors submit in soft copy that no hard copy submittal requirement
exists.

Response: No, both are required.

Q: Please confirm that the Government is requesting a firm fixed price proposal from offerors .

Response: No, see clause II.12 entitled “CONTRACT TYPE (OCT 2008) of the Terms and Conditions 
which indicates a Labor Hour Type contract.

Page 8 of the SOW states "The contractor shall provide the full-time and part-time personnel necessary to 
staff the SDI Unit. Recommended personnel and skill mix are listed below; however the government will 
consider alternatives to allow contractor flexibility in meeting the requirements to staff the SDI Unit."  

Please confirm that the offeror must propose key personnel that meet the minimum personnel 
requirements in the section, and that "flexibility in meeting the requirements" refers only to 
functional responsibility.

Response: Correct, the SOW has been updated accordingly.
 

Please confirm that the "recommended personnel" totaling 6 positions are to support both the SDl 
Unit and the Enforcement Systems Unit, not only the SDI unit as listed. 
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Q&As 

Response: It is 5 positions to support SDI Unit and 1 position to support Enforcement Systems 
Unit.
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Proposal Preparation and Submission Instructions

General Information 

Vendor selection for this acquisition, entitled Stats and Data Integrity, will be conducted under the Department of
Homeland Security’s department-wide (Technical, Acquisition and Business Support Services (TABSS) contract, Domain 
1 (Program Management, Engineering and Technology Support Services), Tracks 2 and 3. This is a Total Small Business 
Set-aside and Track 1 (large) businesses therefore cannot submit responses.

A Best Value Approach will be used for the source selection and one vendor will be selected for award. The required 
services are currently being performed under contract. The scope of the current contract is identical to the scope that is 
outlined in this current solicitation. SRA International, Inc. is the incumbent firm. 

Proposal Preparation Instructions

Technical and price proposals shall be separate documents and be submitted in two separate volumes as outlined below  
NOTE: While the technical proposal must not contain any reference to cost, resource information (such as data 
concerning labor hours and categories, materials, subcontracts, etc.) must be provided so that the contractor's 
understanding of the requirements may be evaluated.

Offeror’s shall prepare proposals and provide all required information in accordance with the table below and subsequent 
instructions included herein.  Elaborate brochures or documentation, binding, detailed artwork, or other embellishments 
are unnecessary and will be discarded if submitted as part of the Offeror’s proposal.  Failure of a proposal to comply with 
these instructions may be grounds for exclusion of the proposal from further consideration.

Volume  Volume Title Page Limit

I Price/Business No Limit

II (Section 1) Technical 2 (1 front and back)
II (Section 2) Technical 20 (10 front and back)
II (Section 3) Technical No Limit

Proposals in soft copy [electronic media, (thumb drive, CD ROM, or DVD] format shall be submitted in one of the following 
two (2) ways:

1.
One (1) CD, Thumb Drive, or DVD for Volume I 
One (1) CD, Thumb Drive, or DVD for Volume II (both Volume II soft copies shall include Sections I, II and III. See 
above).  

2.

Email to   (There is a 10MB limit so separate emails may need to be submitted)

Hard copies shall be submitted as follows:

1 original
1 copy of the original

Page Limitations:  Page limitations shall be treated as maximums.  If exceeded, the excess pages will not be evaluated.  
Instead, they will be removed and retained in the solicitation file.  When both sides of a sheet display print material, it shall 
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be counted as two (2) pages.  Each page shall be counted except for the following:

Cover Pages
Tables of Contents
Glossaries
Acronym List
Titled Tab Pages
Resumes of Key Personnel               
All Past Performance Content
Position/Job Description
Divider Sheets to Separate Proposal Sections

Cross Referencing:  Each volume shall be written on a stand-alone basis so that its contents may be evaluated with a 
minimum of cross referencing to other volumes of the proposal.  

Indexing:  Each volume shall contain a detailed Table of Contents to delineate the contents within the volume.

Glossary of Abbreviations and Acronyms:  If abbreviations and acronyms are used in Volume II - Technical Proposal, 
include a glossary that contains a listing of all abbreviations and acronyms used with an explanation for each.  

Page Size and Format:  Text shall be single-spaced, on 8 1/2 x 11 inch paper (except as specifically noted), with a 
minimum one-inch margin all around. Pages shall be numbered consecutively.  A page printed on both sides shall be 
counted as two pages.  Submission as double-sided printing/copying on recycled paper is encouraged.  11” x 17” sized 
fold-out pages may be used for tables, charts, graphs, or pictures that cannot be legibly presented on 8 ½” x 11” paper.  
An 11” x 17” printed on one side is a two sheet equivalent (with regards to the page count limitations). Print shall be of a 
minimum 12-point font size or a maximum 10 characters per inch (10-pitch, pica) spacing.  Bolding, underlining, and italics 
may be used to identify topic demarcations or points of emphasis.  Graphic presentations, including cover pages, text 
headings, headers/footers, and tables, while not subject to the same font size and spacing requirements, shall have 
spacing and text that is easily readable.

Tabbing:  Offeror shall separate all Tabs and sections within the Price and Technical Proposals with a titled cut sheet.

Failure of a proposal to comply with these instructions may be grounds for exclusion of the proposal from further 
consideration.

VOLUME 1 – PRICE PROPOSAL

This part of the proposal shall include details for all resources required to accomplish the requirements, e.g., labor hours,
rates, travel, incidental equipment, etc.  The price proposal shall identify and map labor categories between the Offeror’s 
labor categories and the categories described in the SOW and must be submitted in accordance with the labor rates of 
the basic TABSS contract.  There is no GFE and/or GFI required for task performance.  Cost or pricing information is not 
required. Offerors must list and describe any assumptions or exceptions taken as a response to the requirement.

The Business Management Information - Cost/Price Proposal shall be submitted in one original and one (1) copy.

Section/Tab 1 - Signed Proposal

The Standard Form 1449 is being used for this solicitation.  This form is used by the Government as a Request for 
Proposal and upon submission by the offeror it becomes the offeror's proposal.  As such, it is an "offer" which can be 
unilaterally accepted by the Contracting Officer and awarded on said SF 1449.  The same concept pertains to any 
Amendments (SF30) issued under the solicitation. The Contractor's offer and the Government's acceptance form the 
contract.  Therefore, the following points must be strictly adhered to by the offeror in submitting the proposal:
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(a) One (1) originally executed copy of Standard Form 1449 and any Amendments (SF30).

(b) The SF 1449 and any Amendments (SF30) must be executed by a representative of the offeror authorized to commit 
the offeror to contractual obligations.  The authority to sign a proposal, but not an offer, subject to unilateral 
acceptance and award, is not sufficient authorization to sign the SF 1449.

(c) UNDER NO CIRCUMSTANCES MAKE ALTERATIONS OR CHANGES TO THE SF 1449 OR THE RELATED PAGES 
WHICH ARE A PART OF THE ENCLOSED SOLICITATION AND PROPOSAL PACKET.  Offerors are to complete 
those parts that require items such as prices, place of performance, etc., when such items are called for in the 
enclosed request for proposal.  A place is provided to insert such information.

Section/Tab 2- Schedule B

A completed Schedule B shall be completed in accordance with Section 1 of the Terms and Conditions.  

The Offeror’s price proposal shall include a completed Section B Schedule of Supplies/Services.  All Contract Line Items 
shall be offered in order for the Offeror to be considered for award. 

Section/Tab 3 – Exceptions

Offerors shall include any clauses required to be completed within the solicitation in this section. Any exceptions taken 
with respect to the clauses in the solicitation shall be noted.  For the purpose of facilitating discussions, for every instance 
where the offeror does not propose to comply with or agree to a requirement, the offeror shall propose an alternative and 
describe its reasoning.

VOLUME II - TECHNICAL PROPOSAL

The Technical Proposal shall be submitted in an original and four (4) copies.  This volume must not contain any reference 
to cost; however, resource information (such as data concerning labor hours and categories, materials, subcontracts, etc.) 
must be contained in the technical proposal so that the Contractor's understanding of the requirements may be evaluated.

The Technical Proposal shall be prepared in such a manner as to enable the Government reviewers to make a thorough 
evaluation and arrive at a sound determination of whether the proposal satisfies the Statement of Work (SOW) provided 
by the Government in this solicitation.  To this end, the Technical Proposal should be sufficiently specific, detailed, and 
complete as to clearly and fully demonstrate that the offeror has a thorough understanding of the requirements set forth in 
the solicitation.  

Proposals which merely offer to perform in accordance with the Government's requirements or which merely paraphrase 
the requirements document, or use phrases such as, "standard engineering practices will be employed," or "well 
established techniques will be employed," etc. may be considered non-compliant and ineligible for award.  The Contractor 
must submit an explanation of its proposed technical approach in conjunction with the tasks to be performed in achieving 
the project objectives.

This volume shall consist of the following (failure to do so may result in the rejection of the proposal as non-compliant):

Section/Tab 1 - Transmittal Letter

A letter that formally transmits the technical proposal and states in general terms how the Offeror meets the solicitation 
requirements.  This letter shall not exceed two (2) pages.

Section/Tab 2 - Technical Approach
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The Technical Approach should be in as much detail as the Offeror considers necessary to fully explain their proposed 
technical approach or method and must demonstrate a clear and concise understanding of the nature of the work being 
undertaken. The Technical Approach shall Identify areas of technical risk and provide narrative details and examples of 
how to manage and mitigate those risks. Technical risk involves any proposed approaches that have the potential for 
disruption of schedule, degradation of performance, the need for increased Government oversight, or the likelihood of 
unsuccessful contract performance. 

The Offeror should state all assumptions, exceptions, and deviations at the end of this section.  For every instance where 
the Offeror does not propose to comply with or agree to a requirement, the Offeror shall propose an alternative and 
describe its reasoning.

Technical proposals submitted in response to this RFP must be prepared and tabbed in the format described below.  
Failure to do so may result in the rejection of the proposal as non-compliant.  Legibility, clarity and completeness are 
important.

Tab 2A – Program Management Approach
This Tab shall include, at a minimum, the following subject areas to describe the Offeror’s overall approach, 
information management and program control, business relations and communications and transition planning:

Overall approach - The Offeror shall provide a detailed description of the organization; roles, responsibilities and 
functions, risk management; and scheduling.  This includes, but is not limited to:

A description of the functional organization that is to provide complete contract management.

A detailed program schedule indicating key milestones from date of contract award through contract 
completion.  

The program management structure and the tools available for implementation of the program from a 
management standpoint.  

The identity of and the authority of the Program Manager.  

Subcontracting arrangements shall be described, in terms of identifying major subcontractors and their 
relevant experience with similar projects, as well as any previous experience of the Offeror working with that 
subcontractor previously.

Information Management and Program Control – The Offeror shall provide a detailed description of the systems 
and processes used to capture and report business activity. This includes but is not limited to:

A description of any reports to be generated under this contract. Sample reports may be provided in Section 3 
and do not count against the overall page limitation.

Business Relations and Communications– The Offeror shall provide a detailed description of the business 
relations, communications and partnering approach between the Offeror and subcontractors and the Offeror and 
Government (i.e. company name of each subcontractor, or the individual name in the case of independent 
consultants; names of each subcontractor corporate officers; name of each subcontractor's key personnel for this 
contract effort, including each individual's level of effort; and the scope of work to be performed by each subcontractor 
employee).

Transition Planning – The Offeror shall describe the strategy and approach to full implementation and assumption of 
full operational responsibility for all requirements contained in the solicitation requirements.  This description will 
include the Offeror's approach to achieving complete mobilization, training, and orientation of the work force in a 
period not to exceed 90 days of contract award.  In addition, the plan must address how the contractor will transfer the 
functions to a new contractor, or upon termination, transfer the functions back to the Government. 

Tab 2B – Staffing Management
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This Tab shall include, at a minimum, the following subject areas:

Capability – The Offeror shall provide a detailed description of the workforce by identified labor skill categories; hiring 
criteria including education and professional experience.

Key Personnel – The Offeror shall provide the resumes of key personnel candidates. Resumes shall include the 
required education, professional experience, accomplishments and other relevant information. The resumes should 
be no longer than 2 pages in length; may be provided in Section 3 and do not count against the overall page
limitation. The approximate percentage of time each individual will be available for this project must be included. 

Tab 2C - Past Performance

Using Past Performance Questionnaires (Attached to this solicitation); each offeror shall submit a maximum of 3
questionnaires which have been completed by different references for different contracts and projects. Each 
completed questionnaire shall be submitted by only the Evaluator (not the offeror) in a sealed envelope or via email to 
shaun.saad@dhs.gov

In addition to the questionnaires, offerors must include information sufficient to identify and describe not only the 
projects identified in the questionnaires, but also any other relevant current and/or previous experience in industry or 
government (Federal, State, or local) for similar projects, such that the following criteria can be evaluated.

- Project or contract title
- Contract number
- Contract type
- Quality of product or service
- Timelines of performance
- Customer satisfaction
- Key personnel past performance
- Cost control
- Business practices
-     Date of contract award, period of performance, and place of performance
- Total contract value (including options)
- Contracting agency or firm, with address, Contracting Officer, facsimile and telephone numbers
-     Address, facsimile number and telephone number of the contracting officer and contracting officer's 

representative
-     List of major subcontractors on the project ($500,000 or more)
-     List of major problems/corrective action, if any
-     Quality certifications/award (Identify appropriate office receiving award)
- If this is a subcontract, please provide the name of the prime contractor and the name of the contract 

administrator with address, telephone, and facsimile numbers

The Government may use Past Performance information obtained from other than the sources identified by the 
Offeror. This includes the Department of Defense's Past Performance Information Retrieval System (PPIRS) 
(https://www.ppirs.gov) and any other available sources. Information will be used for both the responsibility 
determination and best value determination. All references provided by the Offeror may not be contacted by the 
Government.

Section/Tab 3 - Offeror's Addendum

This section is provided for submission of Resumes of Key Personnel, Sample Reports, and Position/Job Descriptions 
ONLY. Additional information included in this section will be removed and retained in the solicitation file.
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SOLICITATION QUESTIONS

The Government will entertain questions for this solicitation until 12:00PM, Washington, DC local time, on July 16, 2014.  
All questions shall be submitted in writing via email to the following email address:  .   When 
submitting questions, the Offeror shall include in the subject line of the email the solicitation number.  Telephonic 
questions related to this solicitation will NOT be entertained.  Responses to all questions and clarifications that need a 
response and are received by the deadline will be sent via an Amendment to the solicitation.  Responses will be sent to all 
vendors as soon as possible after the July 16, 2014 deadline.

SUBMISSION OF OFFERS

Proposals are due no later than 5:00 p.m. EDT, August 4, 2014. 

Hard copies shall be submitted as follows:  

Offers submitted via US Mail, FedEx or UPS shall be submitted to the following address:  

U.S. Customs and Border Protection
Procurement Directorate
ATTN:  Shaun G. Saad
1300 Pennsylvania Ave, NW, NP 1310
Washington, DC20229

Offers submitted via courier shall be submitted to the following address:  

U.S. Customs and Border Protection
Procurement Directorate
ATTN:  Shaun G. Saad
1331 Pennsylvania Ave, NW
Suite 1310
Washington, DC20229

Couriers or personnel making hand deliveries must sign in at the Building Security Station at the address above prior to 
proceeding to Suite 1310.  

The Offeror’s submittal is considered to be timely if the proposal makes it to CBP’s Consolidated Remote Delivery Site
(CRDS) mailing facility on time. This is the facility where packages are scanned for security reasons. As such, the 
Offerors’ proposal may be delivered by CRDS to the Contract Specialist after the due date and will still be considered on 
time.
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Administration Support
For The

Strategic Planning, Policy, and Analysis Division
Enforcement Systems Branch

Statistics & Data Integrity Unit
Statement of Work (SOW)

1.0 Background:

The Office of Border Patrol (OBP) is an operational entity within U.S. Customs and Border Protection 
(CBP), which is the unified border agency within the Department of Homeland Security (DHS). OBP’s
priority mission is to prevent terrorists and terrorist weapons from entering the United States.
However, OBP continues to advance its traditional mission by preventing illegal aliens, smugglers,
narcotics, and other contraband from entering the United States as these measures directly impact the
safety, security, and sovereignty of the United States. In order to achieve these missions, OBP
maintains strict focus on a strategic plan based on risk.  The core pillars of this plan are information, 
integration, and rapid response. This strategic goal is executed through use of a highly centralized 
organizational model with a direct chain of command from the CBP Commissioner, to the Chief of the 
U.S. Border Patrol, to all Sector Chief Patrol Agents.

2.0 Scope:

The Contractor shall provide the full range of mission critical support to the Strategic Planning, Policy, 
and Analysis Division / Enforcement Systems Branch (ESB) within the OBP, and more specifically to 
the Statistics and Data Integrity (SDI) Unit and Enforcement Systems Unit. The ESB Branch supports 
all enforcement information technology (IT)-related needs within the Border Patrol and acts as the 
manager of those IT programs. The ESB Branch ensures that the Border Patrol receives the 
technology, hardware, software, and technology-related support necessary to uphold the pillars of the 
strategic plan, particularly in regards to information.

The mission of the SDI Unit is to focus on providing accurate, reliable, and timely responses to 
internal and external inquiries pertaining to the metrics gathered by the enforcement systems of the 
United States Border Patrol.

The unit provides two distinct services to meet this mission: 

1. Create and disseminate statistical reports relating to apprehension and seizure data.  Some 
reports are produced on a regular basis while others are produced in response to ad hoc 
requests for information.  Reports are provided to both internal and external sources.

2. Inspect and review data across all Border Patrol information systems to ensure complete, 
reliable, and accurate data collection, quality, and integrity to the fullest extent possible. 

The Enforcement Systems Unit is responsible for oversight over software applications used by field 
agents of the Border Patrol to record and conduct field operations.  It is also responsible for managing 
and promoting biometric initiatives as they relate to Border Patrol operations and for liaison with other 
agencies as it relates to the capture of biometric and biographic information of subjects. The unit is 
responsible for the requirements gathering, trouble-shooting and gathering of issues, prioritization of 
work, and deployment of the numerous enforcement systems in use by the Border Patrol throughout 

 



 
 
 

 
 

 

the nation.

3.0 Applicable Documents:

Security Certification/Accreditation

The System Life Cycle (SLC) Handbook (CIS-HB 5500-07B)
CBP Information Systems Security Policies and Procedures Handbook 1400-05C Version 2.1

CBP shall provide personnel with the appropriate clearance levels to support the security 
certification/accreditation processes under this Agreement in accordance with DHS MD 4300A, DHS 
Sensitive Systems Policy and Handbook.  During all SDLC phases of CBP systems, CBP personnel 
shall develop documentation and provide any required information for all levels of classification in 
support of the certification/accreditation process.  In addition, all security certification/accreditation 
will be performed using the DHS certification/accreditation process, methodology and tools.

4.0 Specific Tasks:

The Contractor shall provide support to ESB Branch within the OBP, by performing the tasks outlined 
below. The contractor shall be required to meet the deadlines imposed as tasks and services are 
requested, as well as provide work products that meet recognized commercial quality standards. 
Associated tasks include, but are not limited to, the following tasks:

4.1 Reporting and Analysis – The Contractor shall provide reporting and analytical 
support through the use of data mining techniques.

4.2 Technical Assistance – The Contractor shall provide support and helpdesk services to 
users of various enforcement systems, as well as project consultation and support within DHS. 
The contractor shall provide approximately 10 hours per week of support and helpdesk services 
during normal business hours.

4.3 Training – The Contractor shall develop training protocols and documentation in 
support of the Border Patrol Enforcement Tracking System and other Border Patrol Systems.
The contractor shall deliver training to OBP employees and contractors. The contractor shall 
provide at least 20 hours per week of training development and support.

Contractor personnel will have the required skills sets needed to conduct their duties in a 
dynamic working environment. The government will afford the contractor a reasonable amount 
of time away from their normal duties to attend Contractor provided training, provided that 
absences due to such training do not adversely impact the OBP mission. Contractor shall not bill 
the government for hours utilized by contract employees to attend training.

4.4 Requirement Analysis – The contractor shall conduct an analysis to determine the 
needs for a particular program and translate these needs into user requirements after CBP 
approval. The Contractor shall analyze these requirements to determine development technical 
alternatives.

4.5 Data Analysis – The Contractor shall determine whether required data is available or 
whether data needs to be obtained from legacy systems. The Contractor shall analyze legacy 

 



 
 
 

 
 

 

data to determine what the data is. The Contractor shall work with OBP and legacy 
programmers to understand the business rules associated with the data and legacy systems.

4.6 Development Documentation – The Contractor shall produce the required 
development, testing, training, and policy documentation as directed by Office of Border 
Patrol’s Enforcement Systems Branch (ESB).

4.7 Develop, Enhance, and Maintain OBP/ESB Enforcement Systems – The Contractor 
shall provide development, enhancement, and maintenance of support systems. As data 
integrity is of primary importance, the Contractor shall adhere to the system development life
cycle methodology processes.

4.8 Assess Technology – The Contractor shall maintain state-of-the-art knowledge of 
technology, processes, methodologies, procedural solutions, and products used by or are 
applicable to the needs of OBP. The Contractor shall identify possible solutions, develop 
evaluation criteria, evaluate possible solutions and recommend a solution based upon the 
evaluation. As appropriate, the recommended solution will include short, mid and long-term 
solutions and actions, and will recommend a migration path. These solutions shall be 
coordinated with appropriate staffs and shall address the needs of affected staffs. The 
Contractor shall define and continually refine metrics to be used in the assessment of 
procedures.  The Contractor shall assist in reviewing and interpreting government directives 
and regulations, and provide technical advice and assessments or impacts on non-web-based 
application software and hardware requirements.

4.9 Resolve Application Bugs – The Contractor shall resolve variations from normal 
processing.

4.10 Handle Emergency Situations – The Contractor shall resolve emergency situations 
caused by a system failure or outage.  The Contractor shall immediately assess and alleviate the 
damage to the greatest extent possible and resolve the situation as quickly as possible. The 
Contractor shall provide immediate support and coordination with onsite personnel.

4.11 Administer OBP/ESB Applications – The Contractor shall provide administration 
which requires, as a minimum, the performance of the following tasks:

4.11.1 Provide Second Tier Support – The Contractor shall provide applications-
specific end user support from initial contact with the end-user through technical 
resolution.

4.11.2 Installation Coordination – The Contractor shall coordinate the installation of 
new application releases or modification with OIT staffs and other organizations as 
appropriate.

4.11.3 Configuration Management – The Contractor shall perform configuration 
management for the appropriate OBP application configuration items to include:
documentation, programs, hardware, software and metadata. The Contractor shall 
develop and present a configuration management plan that will include baseline
establishment, change initiation procedures, approval procedures, change notification 
procedures and audit trail conventions.

 



 
 
 

 
 

 

5.0 Deliverables and Delivery Schedule:

5.1 Deliverables – The Contractor shall submit a monthly status report to the Contracting 
Officer (CO), the Contracting Officers Representative (COR) and Government Task Manager 
on the 15th workday of each month.  The monthly status report shall address the functional 
accomplishments, issues, unresolved problems and a plan of action for resolving any problems 
identified. This report shall contain the following information:

A cover letter with the Contractor’s name and address, the contract number, the date of the 
report, and the period covered by the report:

Significant changes to the Contractor's organization or method of operation
Descriptive summary of work performed, supported by workload statistics
Descriptive summary of significant events occurring during the reporting period
Status of pending deliverables with expected delivery dates
Problem areas affecting technical, schedule, or cost elements of the contract,
including background, impact and recommendations for resolution
Synopsis of issues requiring Government action
Open action items
All safety information regarding violations, injuries and resolution of previous 
safety issues using approved CBP forms
Results related to previously identified problem areas with conclusions and 
recommendations
Trip reports and significant results
Name and telephone number of the preparer of the report
Planned activities and accomplishments for the next reporting period 

For each task area the Contractor shall provide a budget including cumulative expenditures and 
balance remaining, hours utilized by labor category for the month and cumulative hours utilized 
by labor category for the period of performance of the contract.

This report shall be prepared in a narrative format suitable for reproduction. In
addition to paper copy, submit electronically in MS Word and Adobe PDF. Electronic
submittal may be made via e-mail to the COR and Government Task Manager. The
monthly status reports shall be reviewed during the monthly meeting with the
contractor. Unforeseen issues that impact the performance under this SOW shall be
reported to the COR and Government Task Manager immediately upon discovery via
email, telephone or in person.

5.2 Ad Hoc Reports – The Contractor shall submit Ad Hoc reports, in the Contractor’s 
choice of format, when requested by the Government.  These Ad Hoc reports can cover, but are 
not limited to such areas as:

Trip reports
Meeting agenda reports
Meeting minutes
Extracting system availability information in support of internal and external

 



 
 
 

 
 

 

investigations.
Daily Status
Weekly Status

All deliverables produced as a result o f this SOW shall become the property of the 
Government.

5.3 Transition Plan – CBP anticipates a 90 day transition between the two companies.
The contractor shall prepare and provide a comprehensive transition plan, both in and out, that
describes the strategy and approach to full implementation and full operational responsibility 
of the Units for all requirements outlined in this SOW. In addition, the plan must address how 
you will transfer the functions to a new contractor, or, upon termination, transfer the functions 
back to the Government.

5.4 Contingency Plan – The contractor shall prepare a contingency plan that describes
how they would fill the incumbent positions should an emergent need arise. For example,
if an employee was not performing to the specifications of the contract, or if an employee
needed to go on long term leave, etc. The plan should address whether you will be able to
fill those positions with qualified personnel in a very short time frame.

5.5 Acceptance Criteria – The contractor shall deliver all work products associated with 
the assigned tasks and services to the assigned Government Task Manager (GTM) and other 
technical customers as appropriate for review and approval. Data distribution shall be as 
directed by the Government COR or GTM. Electronic transmission via CBP networks shall be 
the primary delivery mechanism; however, hard copies shall be provided upon request. General 
quality measures as set forth below shall apply to each work product received from the 
contractor under this statement of work.

Accuracy – All work products shall be accurate in presentation, technical 
content, and adherence to accepted elements of style.
Clarity – All work products shall be clear and concise.  All diagrams shall be 
easy to understand and be relevant to the supporting narrative.
Consistency to Requirements – All work products shall satisfy the 
requirements of the SOW.
File Editing – All text and diagrammatic files shall be editable by the Government.
Format – All work products shall be submitted in hard copy (where applicable) and in 
media mutually agreed upon prior to submission. Hard copy formats shall follow CBP 
internal specified directives or manuals.

6.0 Place of Performance:

The Government considers the following as permanent duty stations of contractor personnel 
during the performance of this contract. Work shall be performed at 1300 Pennsylvania 
Avenue, NW, Suite 6.2C, Washington, DC 20229 or another facility defined by the 
government.

6.1 Telework – Contractor Personnel, at the discretion of the COR, are eligible to 
request episodic telework arrangements as long as he/she meets the guidelines and position 

 



 
 
 

 
 

 

eligibility requirements set forth in the CBP Telework Program.

7.0 Period of Performance

Base Year 9/30/2014 – 9/29/2015
OY1 9/30/2015 – 9/29/2016
OY2 9/30/2016 – 9/29/2017
OY3 9/30/2017 – 9/29/2018

8.0 Hours of Operation

The CBP Headquarters – Office of Border Patrol, Statistics and Data Integrity and 
Enforcement Systems Units have the responsibility of supporting the Office of Border Patrol 
and all twenty (20) Sectors on a twenty-four hour/seven day a week basis. Due to this mission 
requirement the contractor may be required to work occasional shifts and holidays. If shift
work is required, it will consist of three (3) shifts per day, eight hours per shift (possible hours 
identified below).  The number of shifts will be determined based on the needs of the 
government, which will be driven by project load and project deadlines.

1st Shift 2nd Shift 3rd Shift
7:00AM – 3:00PM 8:00AM – 4:00PM 9:30AM – 5:30PM

Contractor personnel shall be available for work for 8-hour days with at least one contractor 
employee beginning at 7:00 a.m. Contractor employees shall work the required 8 hours within 
the core hours of operation, which are defined as 7:00a.m to 5:30 p.m., Monday through Friday 
of each week.

8.1 Overtime – Due to the dynamic nature of the work being performed under this task
award and its direct relation to accomplishment of the Border Patrol goals and mission, 
overtime work during non-business hours for contractor employees may be required including 
weekends. Overtime shall be approved prior to working any OT hours, in writing, by the COR.
A not to exceed (NTE) overtime budget shall be established upon contract award to be 
managed by the contractor. The contractor is required to notify the COR upon a 75 percent 
expenditure of Overtime budget. Overtime shall be itemized in the same format as regular 
labor hours, must be presented for payment with the applicable monthly invoice and shall be 
billed in accordance with the Fair Labor Standards Act.

8.2 Observance of Legal Holidays and Excused Absence:

8.2.1 The Government hereby provides notification that Government personnel 
observe the listed days as holidays:

New Year’s Day
Martin Luther King’s Birthday
President’s Day
Memorial Day
Independence Day
Labor Day

 



 
 
 

 
 

 

Columbus Day
Veteran’s Day
Thanksgiving Day
Christmas Day

In addition to the days designated as holidays, the Government observes the following 
days:

Any other day designated by Federal Statute
Any other day designated by Executive Order
Any other day designated by the President’s Proclamation

8.2.2 It is understood and agreed between the Government and the Contractor that 
observance of such days by Government personnel shall not otherwise be a reason for 
an additional period of performance, or entitlement of compensation except as set forth 
within the contract. In the event the Contractor’s personnel work during the holiday, 
they may be reimbursed by the Contractor, however, no form of holiday or other 
premium compensation will be reimbursed either as a direct or indirect cost, other than 
their normal compensation for the time worked. This provision does not preclude 
reimbursement for authorized overtime work if applicable to this contract.

8.2.3 When the Federal and governmental entities grants excused absence to its 
employees, assigned Contractor personnel may also be dismissed. The Contractor 
agrees to continue to provide sufficient personnel to perform critical tasks already in 
operation or scheduled, and shall be guided by the instructions issued by the CO or the 
COR.

8.2.4 If Government personnel are furloughed, the Contractor shall contact the CO or 
the COR to receive direction. It is the Government’s decision as to whether the contract 
price/cost will be affected. Generally, the following situations apply:

Contractor personnel that are able to continue contract performance (either 
on-site or at a site other than their normal work station) shall continue to 
work and the contract price shall not be reduced or increased.

Contractor personnel that are not able to continue contract performance 
(e.g., support functions) may be asked to cease their work effort.

8.2.5 In those situations that furloughed Government personnel are reimbursed, the 
Contractor may not invoice for their employees working during the Government 
furlough until such time as the special legislation affecting Government personnel is 
signed into law by the President of the United States.

8.2.6 Nothing in this clause abrogates the rights and responsibilities of the parties 
relating to stop work provisions as cited in other sections of this contract.

9.0 Travel

 



 
 
 

 
 

 

All travel and overtime shall be approved in advance by the COR. All travel shall be in 
accordance with the Government’s Federal Travel Regulations (FTR). Travel vouchers and 
supporting documents must be presented for payment within 5 days of the completion of
travel. All overtime must be approved in advance also be the COR. Overtime rates will not
exceed one and a half times the normal negotiated hourly labor rate. Other direct costs may be 
authorized as directed by the CO.

10.0 Project Staffing Estimates:

The following estimates are for planning, proposal pricing and evaluation purposes.

Labor Category
Estimated Hours by
Labor Category

Sr. Project Specialist (3) 2080

Project Specialist (2) 2080

Sr. Applications Programmer (1) 2080

11.0 Personnel Requirements /Qualifications:

The contractor shall provide the full-time and part-time personnel necessary to staff the SDI 
and Enforcement Systems Units. Recommended personnel and skill mix are listed below;
however the Government will consider alternatives to allow contractor flexibility in meeting 
the functional requirements to staff the SDI and Enforcement Systems Units.

11.1 Sr. Project Specialists – 3 Positions

Functional Responsibility: Provide support for the production of trends analysis using CBP 
apprehensions and intelligence data. Required to create and maintain various databases and 
spreadsheets for tracking operational data. Perform statistical percent change analysis and
projections. Write and maintain SQL queries for data mining from various internal and external 
databases. Give briefs on statistics, analyses, and projections. Ensure data integrity in 
enforcement systems and provide recommendations on improving the integrity of the systems.
Query information in the enforcement systems in order to verify and support various requests
and reporting requirements. Proficient in Aqua Data Studios, MS-Access, MS-Excel, SQL
Server Query Analyzer, VBA, and Visual Basic.

Required Experience: Eight years’ and above experience in the functions described above.

Required Education: Bachelor’s Degree in computer science, information systems
management, mathematics, engineering, or related field. An additional four years of relevant 
experience may be substituted for the Bachelor’s Degree.

11.2 Project Specialist – 2 Positions

Functional Responsibility: Provide support for the production of trends analysis using CBP 
apprehensions and intelligence data. Required to create and maintain various databases and 

 



 
 
 

 
 

 

spreadsheets for tracking operational data. Perform statistical percent change analysis and
projections. Write and maintain SQL queries for data mining from various internal and external 
databases. Give briefs on statistics, analyses, and projections. Ensure data integrity in 
enforcement systems and provide recommendations on improving the integrity of the systems.
Query information in the enforcement systems in order to verify and support various requests
and reporting requirements. Proficient in Aqua Data Studios, MS-Access, MS-Excel, SQL
Server Query Analyzer, VBA, and Visual Basic.

Required Experience: Four years’ and above experience in the functions described above.

Required Education: Bachelor’s Degree in computer science, information systems
management, mathematics, engineering, or related field. An additional four years of relevant 
experience may be substituted for the Bachelor’s Degree

11.3 Sr. Applications Programmer – 1 Position

Functional Responsibility: Responsible for the technical oversight and guidance of 
development, maintenance and support of software applications.  At the direction of the 
Enforcement Systems Unit, work on new software development initiatives in conjunction with 
CBP’s Office of Information & Technology (OIT). The Sr. Applications Programmer shall be 
responsible for all aspects of software development including project initiation documentation, 
gathering and documenting requirements, software design, software development, testing, 
training and implementation. Responsible all maintenance support of existing applications
including software enhancements, application bug fixes, and associated documentation. 
Responsible for technical oversight and direction for the software development of new and 
existing applications.

Required Experience: 8 years’ and above experience in the functions described above.

Required Education: Bachelor’s degree in computer science, information systems, 
mathematics, or a related field. An additional four years of relevant experience may be 
substituted for the bachelor’s degree.

NOTE: All personnel under this contract are considered key personnel per Clause 3052.215-70 of the
solicitation.

12.0 Identification Badges

All Contractor employees shall be required to wear CBP identification badges at all times 
when working in Government facilities.

12.1 Additional Personnel Security Data – The Contractor shall ensure that their personnel 
use the following format signature on all official e-mails generated by CBP computers:

[Name]
[Position or Professional Title] [Company Name]
Supporting the Statistics and Data Integrity Unit
U.S. Border Patrol - HQ
[Phone]

 



 
 
 

 
 

 

[FAX]
[Other contract information as desired]

13.0 Information Security

13.1 Security Requirements for Unclassified Information Technology Resources 

The Contractor shall be responsible for Information Technology (IT) security for all systems 
connected to a DHS network or operated by the Contractor for DHS, regardless of location.
This clause applies to all or any part of the contract that includes information technology 
resources or services for which the Contractor must have physical or electronic access to 
sensitive information contained in DHS unclassified systems that directly support the agency’s 
mission.

The Contractor shall provide, implement, and maintain an IT Security Plan. This plan shall 
describe the processes and procedures that will be followed to ensure appropriate security of IT 
resources that are developed, processed, or used under this contract.

Within 30 days after contract award, the contractor shall submit for approval its IT 
Security Plan, which shall be consistent with and further detail the approach contained 
in the Contractor's proposal. The plan, as approved by the Contracting Officer, shall be 
incorporated into the contract as a compliance document.

The Contractor’s IT Security Plan shall comply with Federal laws that include, but are 
not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et seq.); the 
Government Information Security Reform Act of 2000; and the Federal Information 
Security Management Act of 2002; and with Federal policies and procedures that 
include, but are not limited to, OMB Circular A-130.

The security plan shall specifically include instructions regarding handling and 
protecting sensitive information at the Contractor’s site (including any information 
stored, processed, or transmitted using the Contractor’s computer systems), and the 
secure management, operation, maintenance, programming, and system administration 
of computer systems, networks, and telecommunications systems.

Note: Examples of tasks that require security provisions include:

Acquisition, transmission or analysis of data owned by DHS with significant 
replacement cost should the contractor’s copy be corrupted; and

Access to DHS networks or computers at a level beyond that granted the general public 
(e.g., such as bypassing a firewall).

At the expiration of the contract, the contractor shall return all sensitive DHS information and 
IT resources provided to the contractor during the contract, and certify that all non-public DHS 
information has been purged from any contractor-owned system. Components shall conduct 
reviews to ensure that the security requirements in the contract are implemented and enforced.

 



 
 
 

 
 

 

Within 6 months after contract award, the contractor shall submit written proof of IT Security 
accreditation to DHS for approval by the DHS Contracting Officer. Accreditation will proceed 
according to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 2.1, 
July 26, 2004) or any replacement publication, which the Contracting Officer will provide upon 
request. This accreditation will include a final security plan, risk assessment, security test and 
evaluation, and disaster recovery plan/continuity of operations plan. This accreditation, when 
accepted by the Contracting Officer, shall be incorporated into the contract as a compliance 
document. The contractor shall comply with the approved accreditation documentation.

13.2 Contractor Employee Access

Sensitive Information, means any information, the loss, misuse, disclosure, or unauthorized 
access to or modification of which could adversely affect the national or homeland security 
interest, or the conduct of Federal programs, or the privacy to which individuals are entitled 
under section 552a of title 5, United States Code (the Privacy Act), but which has not been 
specifically authorized under criteria established by an Executive Order or an Act of Congress 
to be kept secret in the interest of national defense, homeland security or foreign policy. This 
definition includes the following categories of information:

Protected Critical Infrastructure Information (PCII) as set out in the Critical 
Infrastructure Information Act of 2002 (Title II, Subtitle B, of the Homeland Security 
Act, Public Law 107-296, 196 Stat. 2135), as amended, the implementing regulations 
thereto (Title 6, Code of Federal Regulations, Part 29) as amended, the applicable PCII 
Procedures Manual, as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the PCII Program Manager or his/her designee);

Sensitive Security Information (SSI), as defined in Title 49, Code of Federal 
Regulations, Part 1520, as amended, “Policies and Procedures of Safeguarding and 
Control of S SI,” as amended, and any supplementary guidance officially 
communicated by an authorized official of the Department of Homeland Security 
(including the Assistant Secretary for the Transportation Security Administration or 
his/her designee);

Information designated as “For Official Use Only,” which is unclassified information of 
a sensitive nature and the unauthorized disclosure of which could adversely impact a 
person’s privacy or welfare, the conduct of Federal programs, or other programs or 
operations essential to the national or homeland security interest; and

Any information that is designated “sensitive” or subject to other controls, safeguards or 
protections in accordance with subsequently adopted homeland security information 
handling procedures.

Information Technology Resources” include, but are not limited to, computer equipment, 
networking equipment, telecommunications equipment, cabling, network drives, computer 
drives, network software, computer software, software programs, intranet sites, and internet 
sites.

 



 
 
 

 
 

 

Contractor employees working on this contract must complete such forms as may be necessary 
for security or other reasons, including the conduct of background investigations to determine 
suitability. Completed forms shall be submitted as directed by the CO. Upon the CO’s request, 
the Contractor's employees shall be fingerprinted, or subject to other investigations as required. 
All contractor employees requiring recurring access to Government facilities or access to 
sensitive information or IT resources are required to have a favorably adjudicated background 
investigation prior to commencing work on this contract unless this requirement is waived 
under Departmental procedures.

The CO may require the contractor to prohibit individuals from working on the contract if the 
government deems their initial or continued employment contrary to the public interest for any 
reason, including, but not limited to, carelessness, insubordination, incompetence, and or 
security concerns.

Work under this contract may involve access to sensitive information. Therefore, the 
Contractor shall not disclose, orally or in writing, any sensitive information to any person 
unless authorized in writing by the CO. For those contractor employees authorized access to 
sensitive information, the contractor shall ensure that these persons receive training concerning 
the protection and disclosure of sensitive information both during and after contract 
performance.

The Contractor shall include the substance of this clause in all subcontracts at any tier where 
the subcontractor may have access to Government facilities, sensitive information or resources.

Before receiving access to IT resources under this contract the individual must receive a 
security briefing, which the COR will arrange, and complete any nondisclosure agreement 
furnished by DHS.

The contractor shall have access only to those areas of DHS information technology resources 
explicitly stated in this contract or approved by the COR in writing as necessary for 
performance of the work under this contract. Any attempts by contractor personnel to gain 
access to any information technology resources not expressly authorized by the statement of 
work, other terms and conditions in this contract, or as approved in writing by the COR, is 
strictly prohibited. In the event of violation of this provision, DHS will take appropriate actions 
with regard to the contract and the individual(s) involved.

Contractor access to DHS networks from a remote location is a temporary privilege for mutual 
convenience while the contractor performs business for the DHS Component. It is not a right, a 
guarantee of access, a condition of the contract, or Government Furnished Equipment (GFE).

Contractor access will be terminated for unauthorized use. The contractor agrees to hold and 
save DHS harmless from any unauthorized use and agrees not to request additional time or 
money under the contract for any delays resulting from unauthorized use or access.

Non-U.S. citizens shall not be authorized to access or assist in the development, operation, 
management or maintenance of Department IT systems under the contract, unless a waiver has 
been granted by the Head of the Component or designee, with the concurrence of both the 
Department’s Chief Security Officer (CSO) and the Chief Information Officer (CIO) or their 
designees. Within DHS Headquarters, the waiver may be granted only with the approval of 

 



 
 
 

 
 

 

both the CSO and the CIO or their designees. In order for a waiver to be granted:

The individual must be a legal permanent resident of the U. S. or a citizen of Ireland, 
Israel, the Republic of the Philippines, or any nation on the Allied Nations List 
maintained by the Department of State;

There must be a compelling reason for using this individual as opposed to a U. S. 
citizen; and

The waiver must be in the best interest of the Government.

Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens 
proposed to work under the contract. Any additions or deletions of non-U.S. citizens after 
contract award shall also be reported to the contracting officer.

13.3 Security Certification/Accreditation

CBP shall provide personnel with the appropriate clearance levels to support the security 
certification/accreditation processes under this Agreement in accordance with Attachment D of 
the DHS Sensitive Systems Handbook Publication 4300A.  During all SDLC phases of CBP 
systems, CBP personnel shall develop documentation and provide any required information for 
all levels of classification in support of the certification/accreditation process.  In addition, all 
security certification/accreditation will be performed using the DHS certification/accreditation 
process, methodology and tools.

13.4 Security Review and Reporting

The Contractor shall include security as an integral element in the management of this contract.  
The Contractor shall conduct reviews and report the status of the implementation and 
enforcement of the security requirements contained in this contract and identified references.

The Government may elect to conduct periodic reviews to ensure that the security requirements 
contained in this contract are being implemented and enforced.  The Contractor shall afford 
DHS including the Office of Inspector General, CBP ISSM, and other government oversight 
organizations, access to the Contractor's and subcontractors' facilities, installations, operations, 
documentation, databases, and personnel used in the performance of this contract.  Access shall 
be provided to the extent necessary for the government to carry out a program of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability, 
and confidentiality of DHS/CBP data or the function of computer systems operated on behalf of 
DHS/CBP, and to preserve evidence of computer crime.

13. 5 Interconnection Security Agreements 

Interconnections between DHS and non-DHS IT systems shall be established through 
controlled interfaces and via approved service providers.  The controlled interfaces shall be 
accredited at the highest security level of information on the network.  Connections with other 
Federal agencies shall be documented based on interagency agreements; memoranda of 
understanding, service level agreements or interconnect service agreements.   Components shall 

 





 
 
 

 
 

 

CBP Technical Reference Models (TRM), and all DHS and CBP policies and guidelines (such 
as the CBP Information Technology Enterprise Principles and the DHS Service Oriented 
Architecture - Technical Framework), as promulgated by the DHS and CBP Chief Information 
Officers (CIO), Chief Technology Officers (CTO) and Chief Architects (CA).

The Offeror shall conform to the Federal Enterprise Architecture (FEA) model and the DHS 
and CBP versions of the FEA model, as described in their respective EAs. All models will be 
submitted using Business Process Modeling Notation (BPMN 1.1 or BPMN 2.0 when 
available) and the CBP Architectural Modeling Standards. Universal Modeling Language 
(UML2) may be used for infrastructure only. Data semantics shall be in conformance with the 
National Information Exchange Model (NIEM). Development solutions will also ensure 
compliance with the current version of the DHS and CBP target architectures.

Where possible, the Offeror shall use DHS/CBP approved products, standards, services, and 
profiles, as reflected by the hardware, software, application, and infrastructure components of 
the DHS/CBP TRM/standards profile. If new hardware, software, or infrastructure components 
are required to develop, test, or implement the program, these products will be coordinated 
through the DHS and CBP formal Technology Insertion (TI) process (to include a trade study 
with no less than four alternatives, one of which reflecting the status quo and another reflecting 
multi-agency collaboration). The DHS/CBP TRM/standards profile will be updated as TIs are 
resolved.

All developed solutions shall be compliant with the Homeland Security (HLS) EA.  

All IT hardware and software shall be compliant with the HLS EA.

Compliance with the HLS EA shall be derived from and aligned through the CBP EA.

Description information for all data assets, information exchanges and data standards, whether 
adopted or developed, shall be submitted to the Enterprise Data Management Office (EDMO) 
for review, approval, and insertion into the DHS Data Reference Model and Enterprise 
Architecture Information Repository.

Development of data assets, information exchanges, and data standards will comply with the 
DHS Data Management Policy MD 103-01. All data-related artifacts will be developed and 
validated according to DHS Data Management Architectural Guidelines.

Applicability of Internet Protocol version 6 (IPv6) to DHS-related components (networks, 
infrastructure, and applications) specific to individual acquisitions shall be in accordance with 
the DHS EA (per OMB Memorandum M-05-22, August 2, 2005), regardless of whether the 
acquisition is for modification, upgrade, or replacement. All EA related component acquisitions 
shall be IPv6 compliant, as defined in the USGv6 Profile (NIST Special Publication 500-267) 
and the corresponding declarations of conformance, defined in the USGv6 Test Program.

16.0 ITP (Infrastructure Transition Plan)

The DHS CIO has established portfolio targets for the IT infrastructure that include production 

 



 
 
 

 
 

 

system consolidation at a DHS data center, and transition to OneNet. The contractor must be 
prepared to support CBP government leads, within the purview of this task order, to provide 
any required transition planning or program execution, associated with meeting the agreed to 
transition timeline, as directed by Government personnel.  This includes the following types of 
taskings:

Coordination with Government representatives
Review, evaluation and transition of current support services
Transition of historic data to new contractor system
Government-approved training and certification process
Transfer of all necessary business and/or technical documentation
Orientation phase and program to introduce Government personnel, programs, and users to the 
Contractor's team, tools, methodologies, and business processes, equipment, furniture, phone 
lines, computer equipment, etc.
Transfer of Government Furnished Equipment (GFE) and Government Furnished Information 
(GFI), and GFE inventory management assistance
Applicable debriefing and personnel out-processing procedures

17.0 Accessibility Requirement (Section 508 Compliance)

Section 508 of the Rehabilitation Act, as amended by the Workforce Investment Act of
1998 (P.L. 105-220) requires that when Federal agencies develop, procure, maintain, or use 
electronic and information technology, they must ensure that it is accessible to people with 
disabilities. Federal employees and members of the public who have disabilities must have 
equal access to and use of information and data that is comparable to that enjoyed by non-
disabled Federal employees and members of the public.

All ESB deliverables within this work statement shall comply with the applicable technical and 
functional performance criteria of Section 508 unless exempt. Specifically, the following 
applicable standards have been identified:

36 CFR 1194.22 – Web-based Intranet and Internet Information and Applications, applies to all 
Web-based deliverables, including documentation and reports procured or developed under this 
work statement. When any Web application uses a dynamic (non- static) interface, embeds 
custom user control(s), embeds video or multimedia, uses proprietary or technical approaches 
such as, but not limited to, Flash or Asynchronous Javascript and XML (AJAX) then “1194.21 
Software” standards also apply to fulfill functional performance criteria.

36 CFR 1194.23 – Telecommunications Products, applies to all telecommunications products 
including end-user interfaces such as telephones and non-end-user interfaces such as switches, 
circuits, etc. that are procured, developed or used by the Federal Government.

36 CFR 1194.26 – Desktop and Portable Computers, applies to all desktop and portable 
computers, including but not limited to laptops and personal data assistants (PDA) that are 
procured or developed under this work statement.

36 CFR 1194.31 – Functional Performance Criteria applies to all EIT deliverables regardless of 

 



 
 
 

 
 

 

delivery method. All EIT deliverable shall use technical standards, regardless of technology, to 
fulfill the functional performance criteria.

36 CFR 1194.26 – Desktop and Portable Computers, applies to all desktop and portable 
computers, including but not limited to laptops and personal data assistants (PDA) that are 
procured or developed under this work statement.

36 CFR 1194.31 – Functional Performance Criteria applies to all EIT deliverables regardless of 
delivery method. All EIT deliverable shall use technical standards, regardless of technology, to 
fulfill the functional performance criteria.

36 CFR 1194.41 – Information Documentation and Support, applies to all documents, reports, 
as well as help and support services. To ensure that documents and reports fulfill the required 
“1194.31 Functional Performance Criteria”, they shall comply with the technical standard 
associated with Web-based Intranet and Internet Information and Applications at a minimum. 
In addition, any help or support provided in this work statement that offer telephone support, 
such as, but not limited to, a help desk shall have the ability to transmit and receive messages 
using TTY.

Exceptions for this work statement have been determined by DHS and only the exceptions 
described herein may be applied. Any request for additional exceptions shall be sent to the 
COR and determination will be made in accordance with DHS MD
4010.2. DHS has identified the following exceptions that may apply:

36 CFR 1194.2(b) – (COTS/GOTS products), When procuring a product, each agency shall 
procure products which comply with the provisions in this part when such products are 
available in the commercial marketplace or when such products are developed in response to a 
Government solicitation. Agencies cannot claim a product as a whole is not commercially 
available because no product in the marketplace meets all the standards. If products are 
commercially available that meet some but not all of the standards, the agency must procure the 
product that best meets the standards.

When applying this standard, all procurements of ESB shall have documentation of market 
research that identify a list of products or services that first meet the agency business needs, 
and from that list of products or services, an analysis that the selected product met more of the 
accessibility requirements than the non-selected products as required by FAR 39.2. Any 
selection of a product or service that meets less accessibility standards due to a significant 
difficulty or expense shall only be permitted under an undue burden claim and requires 
approval from the DHS Office of Accessible Systems and Technology (OAST) in accordance 
with DHS MD 4010.2.

36 CFR 1194.3(b) – Incidental to Contract, all ESB that is exclusively owned and used by the 
contractor to fulfill this work statement does not require compliance with Section

508. This exception does not apply to any ESB deliverable, service or item that will be used by 
any Federal employee(s) or member(s) of the public. This exception only applies to those 
contractors assigned to fulfill the obligations of this work 

36 CFR 1194.26 – Desktop and Portable Computers, applies to all desktop and portable 

 



 
 
 

 
 

 

computers, including but not limited to laptops and personal data assistants (PDA) that are 
procured or developed under this work statement.

36 CFR 1194.31 – Functional Performance Criteria applies to all ESB deliverables regardless 
of delivery method. All ESB deliverables shall use technical standards, regardless of 
technology, to fulfill the functional performance criteria.

36 CFR 1194.41 – Information Documentation and Support, applies to all documents, reports, 
as well as help and support services. To ensure that documents and reports fulfill the required 
“1194.31 Functional Performance Criteria”, they shall comply with the technical standard 
associated with Web-based Intranet and Internet Information and Applications at a minimum. 
In addition, any help or support provided in this work statement that offer telephone support, 
such as, but not limited to, a help desk shall have the ability to transmit and receive messages 
using TTY.

Exceptions for this work statement have been determined by DHS and only the exceptions 
described herein may be applied. Any request for additional exceptions shall be sent to the 
COR and determination will be made in accordance with DHS MD
4010.2. DHS has identified the following exceptions that may apply:

36 CFR 1194.2(b) – (COTS/GOTS products), When procuring a product, each agency shall 
procure products which comply with the provisions in this part when such products are 
available in the commercial marketplace or when such products are developed in response to a 
Government solicitation. Agencies cannot claim a product as a whole is not commercially
available because no product in the marketplace meets all the standards. If products are 
commercially available that meets some but not all of the standards, the agency must procure 
the product that best meets the standards.

When applying this standard, all procurements of ESB shall have documentation of market 
research that identify a list of products or services that first meet the agency business needs, 
and from that list of products or services, an analysis that the selected product met more of the 
accessibility requirements than the non-selected products as required by FAR 39.2. Any 
selection of a product or service that meets less accessibility standards due to a significant 
difficulty or expense shall only be permitted under an undue burden claim and requires 
approval from the DHS Office of Accessible Systems and Technology (OAST) in accordance 
with DHS MD 4010.2.

36 CFR 1194.3(b) – Incidental to Contract, all ESB that is exclusively owned and used by the 
contractor to fulfill this work statement does not require compliance with Section

508. This exception does not apply to any ESB deliverable, service or item that will be used by 
any Federal employee(s) or member(s) of the public. This exception only applies to those 
contractors assigned to fulfill the obligations of this work.

18.0 Employee Conduct

The Contractor shall be responsible for maintaining satisfactory standards of employee 
competency, conduct, appearance, and integrity at all times and shall be responsible for their 
employee’s performance or the quality of the employees’ services.

 



 
 
 

 
 

 

19.0 Contractor Input and Tracking

The Contractor shall require that each employee under the contract has: 
Entered information into the CBP web-based phone system
Provided information to be entered into the CBP Contractor Tracking System

In accordance with U.S. Customs and Border Protection’s Security Policy No. OIT SEC
2.16  “OIT Policy for Centralized Contractor Tracking” The Contractor is responsible for 
ensuring that all on-boarding and separating employees comply with this directive by 
immediately supplying the COR with the relevant information required to satisfy this directives 
requirements.

 

National Institute of Standards and Technology (NIST) Special DHS Enterprise Architecture Compliance 

All solutions and services shall meet DHS Enterprise Architecture policies, standards, and procedures. 
Specifically, the contractor shall comply with the following HLS EA requirements: 
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Encryption Compliance: 
If encryption is required, the following methods are acceptable for encrypting sensitive 
information: 

1. FIPS 197 (Advanced Encryption Standard (AES)) 256 algorithm and cryptographic 
modules that have been validated under FIPS 140-2.

2. National Security Agency (NSA) Type 2 or Type 1 encryption.

 



 
 
 

 
 

 

3. Public Key Infrastructure (PKI) (see paragraph 5.5.2.1 of the Department of Homeland 
Security (DHS) IT Security Program Handbook (DHS Management Directive (MD) 
4300A) for Sensitive Systems). 

Compliance with DHS Security Policy 
All hardware, software, and services provided under this task order must be compliant with DHS 
4300A DHS Sensitive System Policy and the DHS 4300A Sensitive Systems Handbook.

Access to Unclassified Facilities, Information Technology Resources, and Sensitive Information 

The assurance of the security of unclassified facilities, Information Technology (IT) resources, and 
sensitive information during the acquisition process and contract performance are essential to the 
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Sensitive Systems Handbook prescribe policies and procedures on security for IT resources. 
Contractors shall comply with these policies and procedures, any replacement publications, or any 
other current or future DHS policies and procedures covering contractors specifically for all Task 

l 
not use or redistribute any DHS information processed, stored, or transmitted by the contractor 

Security Review 
requirements 

contained in this contract are being implemented and enforced. The Contractor shall afford DHS, 

documentation, databases and personnel used in the performance of this contract. The Contractor 
will contact 

gram of inspection, 
investigation, and audit to safeguard against threats and hazards to the integrity, availability and 
confidentiality of DHS data or the function of computer systems operated on behalf of DHS, and to 
preserve evidence of computer crime.

Accessibility Requirements (Section 508)

-
220) requires that when Federal agencies develop, procure, maintain, or use electronic and information 

 



 
 
 

 
 

 

technology (EIT), they must ensure that it is accessible to people with disabilities. Federal employees 
and members of the public who have disabilities must have equal access to and use of information and 
data that is comparable to that enjoyed by non-disabled Federal employees and members of the public.  

 

All EIT deliverables within this work statement shall comply with the applicable technical and functional 

standards have been identified:  

Section 508 Applicable EIT Accessibility Standards  

and operating systems procured or developed under this work statement including but not limited to 
-based applications when 

applications as described wit  

- -
based deliverables, including documentation and reports procured or developed under this work 

namic (non-static) interface, embeds custom user 
control(s), embeds video or multimedia, uses proprietary or technical approaches such as, but not 

apply to fulfill functional performance criteria.  

machines, kiosks, etc. that are procured or developed under this work statement.  

ortable Computers, applies to all desktop and portable computers, 

under this work statement.  

all EIT deliverables regardless of delivery 
method. All EIT deliverable shall use technical standards, regardless of technology, to fulfill the 
functional performance criteria.  

, reports, as well as 

-based 
Intranet and Internet Information and Applications at a minimum. In addition, any help or support 
provided in this work statement that offer telephone support, such as, but not limited to, a help desk 
shall have the ability to transmit and receive messages using TTY.  

Section 508 Applicable Exceptions  

 



 
 
 

 
 

 

0.2. DHS has identified the following 

and used by the contractor to fulfill this work statement does not require compliance with Section 508. 
on does not apply to any EIT deliverable, service or item that will be used by any Federal 

fulfill the obligations of this work statement and for the purposes of this requirement, are not 
considered members of the public.  

Section 508 Compliance Requirements 

products which comply with the provisions in this part when such products are available in the 

solicitation. Agencies cannot claim a product as a whole is not commercially available because no 
product in the marketplace meets all the standards. If products are commercially available that meet 
some but not all of the standards, the agency must procure the product that best meets the standards. 

search 
that identify a list of products or services that first meet the agency business needs, and from that list 
of products or services, an analysis that the selected product met more of the accessibility requirements 
than the non-selected products as re

stems and 
 

 




